[YOUR COMPANY NAME HERE]
Guidelines on Anti-Virus Process

Recommended processes to prevent virus problems:

· Always run [YOUR COMPANY NAME HERE]’s standard, supported anti-virus software.  This is available from Action DataTel.

· NEVER open any files or macros attached to an email from an unknown, suspicious or untrustworthy source. Delete these attachments immediately, then "double delete" them by emptying your Trash.

· Delete spam, chain, and other junk email without forwarding, in accordance with [YOUR COMPANY NAME HERE]’s Acceptable Use Policy.

· Never download files from unknown or suspicious sources.

· Avoid direct disk sharing with read/write access unless there is absolutely a business requirement to do so.

· Usage of any personal handheld wired or wireless device, such as cell phones, smartphones, tablet pc’s, personal laptops, USB thumb drive, USB flash drive, and electronic music devices are prohibited.  If written permission is obtained from your supervisor, always scan any device from an unknown source for viruses before connecting it to the [YOUR COMPANY NAME HERE] network or pc.
· Back-up critical data and system configurations on a regular basis and store the data in a safe place.

· New viruses are discovered almost every day.

· Downloading and installing any unapproved software including applications, games etc. is strictly prohibited without management approval.  Game type downloads have a high probability of containing malware, viruses and spyware.
· Access to Social Networking sites such as Facebook and MySpace is prohibited.  These sites have a high probability of containing malware, viruses and spyware.
ACKNOWLEDGMENT

I have read the Internet Usage Policy. I understand the contents, and I agree to comply with the said Policy. 

Employee:

Name
___________________________________________

Date:
___________________________

Signature __________________________________________

Dept/Position:
____________________

Manager/Supervisor:
Name: ___________________________
Signature:___________________________
Date: _______________
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